KDC ACCEPTABLE
USE AGREEMENT
Internet and Digital Technologies
Keilor Downs College believes the teaching of cyber safety and responsible online behaviour is
essential in the lives of students and is best taught in partnership between home and school.
21st century learners spend an increasing amounts of time online, learning and collaborating. To gain
the greatest benefit from the learning opportunities provided through an online environment, students
must act in a cyber-safe manner, be respectful others and themselves.
As an eSmart accredited school, safe and responsible behaviour is explicitly taught at our school
and parents/carers are asked to reinforce this behaviour at home.
Illegal online activities will not be tolerated and as such will be reported to the police.

Part A - School support for the safe and responsible use of digital
technologies
Keilor Downs College uses the internet and digital technologies as teaching and learning tools. We
see the internet and digital technologies as valuable resources, but acknowledge they must be used
responsibly.
Your child has been asked to agree to use the internet and mobile technologies responsibly at
school. Parents/carers should be aware that the nature of the internet is such that full protection from
inappropriate content can never be guaranteed.
At Keilor Downs College we:









have policies in place that outline the values of the school and expected behaviours when
students use digital technology and the internet
provide a filtered internet service
provide supervision and direction in online activities and when using digital technologies for
learning
support students in developing digital literacy skills
have a Cyber safety program at the school which is reinforced across the school
use mobile digital technologies for educational purposes
provide support to parents/carers to understand this agreement (e.g. language support)
work with students to outline and reinforce expected positive behaviours.

Part B - Student Agreement
When I use a desktop computer, school managed device (SMD) or my own device (BYOD), I
agree to:


1 of 7

be a safe, responsible and ethical user whenever and wherever I use it
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support others by being respectful in how I communicate with them and never write or
participate in online bullying (this includes forwarding messages and supporting others in
harmful, inappropriate or hurtful online behaviour)
talk to a teacher if I feel uncomfortable or unsafe online or see others participating in unsafe,
inappropriate or hurtful online behaviour
seek to understand the terms and conditions of websites and online communities and be
aware that content I upload or post is my digital footprint
protect my privacy rights and those of other students by not giving out personal details
including full names, telephone numbers, addresses and images
use the internet for educational purposes and use the equipment properly
use online networking sites for educational purposes and only as directed by teachers
abide by copyright procedures when using content on websites (ask permission to use
images, text, audio and video and cite references where necessary)
think critically about other users’ intellectual property and how I use content posted on the
internet.
not interfere with network security, the data of another user or attempt to log into the network
with a user name or password of another student
not reveal my password to anyone except the system administrator or the teacher
not bring or download unauthorised programs, including games, to the school or run them on
school computers
bring my device to school fully charged and ready for use in each class, when required.
The device will only be used for educational purposes when connected to and using College
services.
In the case where a student chooses a BYOD option, technical support will only be provided
to enable connectivity to the College network via the BYOD Gateway, for access to student
files required for class, internet and printing services.
It is the responsibility of the student to back up data on the private laptop regularly (eg to
external hard drive or USB)
Keilor Downs College reserves the right to restrict access and use of any private laptop used
on the College campus, whether it is connected to the College network or not. Access to the
College network and permission to use the private laptop on College grounds will be
withdrawn as a consequence of any inappropriate use and/or security breach.

When I use my mobile phone, I agree to:







only use my mobile for teacher-approved learning tasks
protect the privacy of others and never post or forward private information (including photos)
about another person using Short Message Service (SMS), email or online media
only take photos and record sound or video when it is part of an approved lesson
seek permission from individuals involved before taking photos, recording sound or videoing
them (including teachers)
seek (written) permission from individuals involved before publishing or sending photos,
recorded sound or video to anyone else or to any online media
be respectful of the privacy and safety of others in the school community

This Acceptable Use Agreement also applies during school excursions, incursions, camps and extracurricular activities.
Improper Use and/or Access of Network and Internet at the College
Any student found to in breach of the Acceptable Use Agreement outlined will face consequences
of improper use and access of Internet technologies.
Consequences include – the removal of network access privileges; removal of internet access
privileges; removal of printing privileges; and any other consequences resulting from the breach of
the KDC School Wide Positive Behaviours (i.e. suspension from school).
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Students with School Managed Devices (SMD) or Bringing their
Own Device (BYOD)
Option 1 – School Managed Device (SMD)


The school managed device program helps to provide a more standardized approach to
the implementation of technology with the College and is KDC’s preferred option. Apart
from parents arranging purchase and payment arrangements with our designated supplier
(Edunet), all other aspects of this program will be organized and maintained by the school.



After working with a number of educational device providers, Keilor Downs College
selected the Lenovo Yoga 11e as its mainstay machine. This device provides a balance of
performance, reliability and service at a reasonable price. In 2017, we will also be offering
the Lenovo Miix 510 as a higher end machine as a second option. The Miix 510 has a
detachable keyboard and active pen providing a point of difference for students at
competitive price point.



These devices are bought directly from Edunet through an online portal specifically for
KDC. You can buy them outright or use 12-month interest free arrangements through Zip
Money. Parents can also, of course, make their own private finance agreement and
purchase the device from Edunet. They will also set up an arrangement from NILS (No
Interest Loan Scheme) for eligible families which is a partnership between NAB and
Brotherhood of St. Lawrence. Payment for the device and warranty are compulsory but the
case and insurance are optional but highly recommended and cover accidental damage
and theft.



Once purchased all servicing, insurance claims and technical support such as imaging,
updating security and software etc. will be done through the technicians at KDC. These
devices will have the full Edustar suite of software as well as any other software owned by
KDC.

Option 2 – Bring Your Own Device


The BYOD program allows students to bring their own computer from home. It is not
managed in any way by the school. Students will be required to download a modified
image for themselves. They will have access to DET software, such as Microsoft Office
through an online “software centre”. Anti-virus and security software must be provided and
managed by the student. Access to our school network will be provided. The minimum
requirements (specifications) are listed on the BYOD request form.



It must be made clear that students will not have access to our school technicians for
repairs, breakages, software issues, updates and downloads. Parents will be required to
organise any repairs or insurance issues themselves.
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Damage or loss of equipment


Parents are responsible for making sure the device is covered under warranty and/or their
insurance, in the event the device is lost or damaged to ensure student learning is not
interrupted.



The school must be notified if the device is damaged or lost so that a student’s learning
program is not interrupted whilst being replaced.

User responsibilities
Students are responsible for:


bringing portable devices fully–charged to school every day



ensuring the device has appropriate virus protection



backing up data securely



carrying their device in an appropriate protective case at all times



adhering to this Acceptable Use Agreement when using the machine, both at home and at
school, including during lunchtime or when not in the classroom.
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Expectations of Keilor Downs College Students
At KDC, we promote school-wide positive behaviours and have developed a set of expectations of
KDC students in a variety of settings and situations. These expectations are based on three rules:




Fair Learning – working to your full potential and allowing others to work to theirs
Fair Treatment – understanding the rights of all
Safe and Secure – use of sensible behaviour inside and outside the classroom

We do not consider positive behaviour with digital technologies (cyber-behaviour) as an additional
expectation but as a natural part of our existing framework for school-wide positive behaviour. The
following table details how positive cyber-behaviour can be shown.

KDC – Positive Cyber-Behaviour Expectations of Students
Fair Learning






Set high standards
for learning by using
your device as a
tool for learning
while you are at
school.
Always come to
class prepared with
everything you need
– device battery
should be fully
charged at home
Follow the teacher’s
instructions
particularly relating
to “close” and
“open” instructions
with devices.

Fair Treatment







Respect and do not
interfere with other
people’s device
Consider others and
respect their privacy
when using
technology
Promote positive
online behaviour
through using your
device for the
purpose intended
Support others’
online safety by
reporting any
inappropriate use or
behaviour to a
teacher

Safe and Secure






Keep device secure
at all times – locked
in lockers outside of
class time or under
your direct
supervision.
Always treat your
device with care,
particularly when
opening and closing
and transporting it
to, from and around
the school
Protect your
personal information
by keeping your
password secure.

In this agreement, the student undertakes to display the above positive behaviours.
The acceptable use agreement must be agreed to before any device can be processed and
used.
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KDC ACCEPTABLE
USE AGREEMENT
Internet and Digital Technologies

OPTION 1 – SCHOOL MANAGED DEVICE (SMD)
Full name of student:
Year level/home group:
Student Code (eg: BAN0002):

We have read the KDC Acceptable Use Agreement and agree to abide
by the expectations outlined. We understand that a breach of the
agreement may result in access to technologies at KDC being
suspended or revoked.

Student signature:

Parent signature:

Date:
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OPTION 2 -BRING YOUR OWN DEVICE (BYOD)
Request Form (2017) & KDC Acceptable Use Agreement
Parent – First Name and Surname:
Student – First Name and Surname:
Student Code (e.g.:
BAN0002):

Year level/home
group:

Private Laptop Details
Make and Model e.g. Dell Latitude e6230 12.5
Serial Number (Usually found on the bottom of the
laptop)
Year of manufacture:
Security software installed (minimum Anti-Virus)
•Laptops require run up to date antivirus package.
Such as Microsoft Security Essentials or equivalent
Operating system (e.g.: Windows 8, Windows 10)

Yes /
No

7 8 9 10 11 12

Detail:

Year 7 to 12 Laptop (Tick boxes are provided beside each specification for use when purchasing)
o
o
o
o
o
o
o
o
o

11-inch screen Minimum
Intel Core i3 Processor Minimum
4Gb RAM Minimum
128 Gb Hard drive or 128Gb SSD minimum; 512Gb recommended (if using a large
number of audio/video files an external hard drive is advisable)
2 USB ports  Wi-Fi 802.11a/b/g/n compatible (wireless network connectivity) 
Integrated speakers and microphone with headphone ports (standard in laptops)
US Keyboard with full size keys within the footprint
1 x integrated pointing device eg Touchpad or Mouse
6 cell (6 hour) battery– ensure battery is minimum 6 hour
Hard or protective shell laptop case to suit model.

We have read the KDC Acceptable Use Agreement and agree to abide by the expectations
outlined. We understand that a breach of the agreement may result in access to technologies
at KDC being suspended or revoked. We warrant that our device has properly licensed
operating systems and software.
Parent Signature:

Date:

Student Signature:

Date:

Office Use Only:
Date Request Received: ___/___/____
Signature: ________________________
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